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1. Outline

Using VPN remote access service (Web Machine Interface), VPN connection between PC and V9 can be
established. PC can access V9's connected devices too using V9's routing function with V9 Advanced / V9 Standard

(LAN x 2CH model).

Router

VPN tunnel

V-Connect (VPN connection tool)

2. Operating environment

V-Power Cloud
(VPN server)

Remote access service

VPN tunnel

V9
Router
LAN
I
P
LAN2

IP 192.168.90.10
GW 192.168.90.1

IP 192.168.90.11

The following items and environments are required for VPN connection.

GW 192.168.90.10

V9 unit Program Ver. Ver. 1.020*
OS Ver. Ver. 1.00
V-Connect Windows OS Windows 7 (32bit)

Windows 8 (32bit)
Windows 8.1 (32hit)

Menu language Japanese: Japanese OS

English:

Non-Japanese OS

Hard disk About 200Mbyte

Others Registered terminal information "

Internet connection for V9 and PC

*1 It is included in V-SFT Ver. 6.0.2.0, which is available on Hakko website.
Update your V9's program version if your version is older.

*2 It is available on Hakko website.

*3 It is included in “Letter of Acceptance and terminal information” from Hakko.

IP 192.168.90.12
GW 192.168.90.10

Local Area Network

3. Procedure of VPN connection

Hakko Electronics Co., Ltd.

Taro Hakko

1)  Prepare V9 unit and PC for internet cannection.

ssued on o/5/2014

Letter of Acceptance and Terminal Information

2) V9 setting P2
3) V-Connect setting
- Start V-Connect and log-in P4
- VPN connection and disconnection P5
- VPN routing setting P6
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4. V9 unit setting
1)  Switch to [Local mode] on V9 unit.
2) Goto [LAN Setting] screen.
Type an IP address for V9's internet access and press [Apply] to set the IP address.

* LAN2 setting and WLAN setting are available on V9 Advanced / V9 Standard (LAN x 2CH model).

E LAN Setting 2014-10-21 12:02:08
gt
¥ aun B i
Setting | OPten
1) | Acces . . .
@ P Addess [10.91.130.235 |} = Set an IP address which is same class as an internet router
System Senvice Port| 10000 |
Information [
%? Subnet Mask |255.255.255.D |
‘ e |
-0 * .
tonguzge [ Gatenay  [10.91.130.1 |} iy Set an IP address for an internet router
MACAddve:;s|DD:BDFFﬂ2:9C:BB | Retrials iﬂ |
)| - Network Table
@ No Host Name IP Address Sub Net Mask Gate Way Sen_.
VPN
Setting
E-Mail
Setting [ ‘ D
[~ - — ——
= SRAM Restore Screen ——
F Setting @ Data Settings © Cance

3) If routing function* is used, go to [LANZ2 setting (WLAN setting)] for the setting.
Type an IP address for LAN connection, and press [Apply] to set the IP address.

*This routing function is available only on V9 Advanced / V9 Standard (LAN x 2CH model)

LAN LAN2 Setting 2014-10-21 12:54:00

Setting —
I Settin, ‘ gption ‘
[ IP Address |192.168.90.10 - — Set an IP address for LAN connection.

@ Subnet Mask | 255.255.255.0 The IP address is used as a gateway address between V9 and V9

Sottng | | Gatoway | | Tmeowt | connected devices (Network camera or PLCs).

@ MAG Address|00:50:FF:02:9D:29 \ Retrials 3 |

VPN .
Setting ~Network Tabl

@ No Host Name IP Address Sub Net Mask Gate Way Service Port
E-Mail
Setting

=
SRAM
Setting

X

Comm.
Setting Bl BB

<§ —
Boogmen | ocuen Lo ]

4)  Set date and time on V9 unit. VPN connection fails, if date and time is not correctly set on V9 unit.

Tz

L1173

- If PLC's clock is preferred, set current date and time on PLC's clock.

- If V9’s internal clock is preferred, set current date and time on V9 unit by going to [Date / Time Setting].

2 SRAM Date/Time Setting 2014-10-21 12:57:15
& Setting
= Either PLC clock usage or V9's internal clock usage can
= Sun Mon Tue Wed Thu Fri Sat be checked on V-SFT setting.
s;im 1 2 3 4 [System Setting] > [Unit Setting] >
Se&t:g 5 6 7 8 9 |10 11 [SRAM/Clock Setting] > [Use SRAM calendar]
- 12 13 14 15 16 17 18 ’
= Checked : PLC clock is used.
sorage 19 20 22 23 24 25 Unchecked: V9's internal clock is used.
o= 26 27 28 29 30 3
110 "SRAM/Clock Setting ==
Check —
Uf Time Setting Total No. of Words Avalable
Se‘;:;s 12:57:15 ‘ & . 57 : & 7] SRAM Auto Format (409472 Word]
? B | ©Cancel | RSet ‘I S Header  SetWord Count
S Storage Area for Mema Pad m o+ 0 =
Non-volatile Device (word) (3L) ] e 10 =
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5)  Goto [VPN Setting].

2

| it | (i vaiia )¢ Select [Valid]
ﬁ ~Part for VPN

VPN Setting 2014-10-21 12:32:48

[T

Lircie < Select LAN port which is set on 2) (=ON status)
Setting IP Address: 10.91.130.235
v
VPN P
Setting Ser:i):\yq
1P Addrass for VPN | [ X orer || €~ Select [DHCP] (=Automatic acquisition)
Target ID \ — Enter the information from “Letter of Acceptance and terminal information”
£l Node ID ‘ ‘
Setting Issued on: 9/5/2014
T Hakko Electronics Co., Ltd.
an ‘Nodepasswﬂrd ‘ ‘ Taro Hakko
ing Letter of Acceptance and Terminal Information
i X e ok o for chaeing ko i acine e e
o ‘ : W R ——
Isuﬂofgew\w ‘ ° 1 2014 | User ID Password
| 5 - ® | oz
6) If remote access via proxy server is preferred, ooy
go to [Proxy Setting] for the setting. G . i
E’ @ VPN Setting 2014-10-21 12:43:41 F== Toizses0rarsTone |] PW90123456
i, (Registered terminal information)
oytem | vl 1 Valid N
@ ~Port for VPN I - S
Language e N | T
Setting QRS Cammiiaie sy e R | .. SRR [ | | i ISP N S |
e | W fmems | (W ]
LAN W
Setting Ls;ui,ng Setting e ] |~ I
Lﬁ || usethe proxy server - ]

Proxy Server |P Adi

E-Mall Please do not duplicate a node ID or a node password, if several V9
Setting

units are connected.

g User Name

SRAM

l
|

Setting

e

o & ) |7| Please consult with your network administrator about proxy setting.
= Comm. £ Unlink. i
Setting E—

7)  Click [Connection] to access VPN server. If a message [IP Address for VPN:] is appeared as below,

VPN connection is successfully established.

. .
- VPN Setting 2014-10-21 12:47:02 - VPN Setting 2014-10-21 12:47:02
: 9 =)
System ) Voo System : :
Information | "valid Valid I ooy | tnvalid Valid

@ ~Port for VPN ﬁ ~Port for VPN
Language > Language =
Setting. IP Address: 10.91.130.235 Setting IP Address: 10.91.130.235

LAN VPN | Proy | LAN " VPN | Prow |
Setting Setting ‘ Setting Setting Setting |__S_egin
— % VPN Setting, —
J T Add,esm,va ‘\)ﬁ DHCP : 1P Acdrass for Vs ‘l)j DHCP
’ (i) IP Address for VPN:192.168.50.10 | -
Target ID ‘on.oooooooou ‘ Target ID yy |
OK
Eail Nade 1D ‘NODEGmABCDE ‘ Eai Node 1D ‘ - ‘
Setting | Seiting
= Node i |eseesseseese B Node d - .
e o | | = P Virtual IP address for VPN connection
| seting | | Setting
> X — . ) e X —_—
£ Setting -_— £ Setting 65O J d U
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5.

V-Connect setting
- Start V-Connect and log-in
1) Download [V-Connect] from Hakko website and install it on your PC.

http://www.hakko-elec.co.jp/site/support/download-index.html

2) Run V-Connect from the Start menu.

3) Enter the information from “Letter of Acceptance and terminal information” on [V-Connect Login].

V9

Router
V—POWer C|0ud --lll‘ E—
(VPN server) VPN tunnel
Virtual IP address Virtual IP address
192.168.50.1 192.168.50.10

If [Unlink] is pressed, VPN connection is disconnected.
The status of [Connect/Disconnect] is memorized even V9 is powered off. If V9 is powered off with [Connect]
status, V9 automatically accesses VPN server once V9 is powered on.

as V-Ce Logil
S Issued on: 9/5/2014
To: Hakko Electronics Co., Ltd.
Domain name Monitouch
<+ Taro Hakko
User ID 1D01234567
< LetteLn.LAmlamandlﬂmllnal Information
Pas=word sEEREREREE <
Thank you for choosing Hakko Web Machine Interface service.
£ Remember the domain name and user ID Option(0) (¥ P ——
Ismnulsewice ‘ ° T 3 2014 | No. User ID Password
[ cancel | | 5 o - = | s
5
8
g
[Administrator password ‘vw 7 PW67890123
(Target ID information)) s [E=mm PW78901234
| [oizsssorarstnye ] B0 PWs0123456
4) If remote access via proxy serveris preferred,
go to [Option] > [Proxy Setting] for the setting.
a2 Internet connection proxy settings =
- © Direct connection to internet(D) .
= V-ComectLogin Please consult with your network

@ Connect to internet via HTTP proxy server(T)

administrator about proxy setting.

Host name(H)

Domain name  Monitouch

Port number(N)

User ID 1D01234567
Password wrmssrmas User(U) (Option)
] Remember the domain name and user mw_’ Fassond(B) (0ption)
[ Concel | [ox ] [ Cancel ]
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5) Click [OK] to log in VPN server. V9 connection status can be checked.

A% V-Connect- username001

V9's node ID and password (Registry on V9 unit)

IP address information which is set for V9's LAN port

Domain(D)  Connection(C)  Access points(S) VPN terminal(f)  User(U)  View(V) Tool(T)  HelpiH)
BB Logout 4 Connect VPN Disconnect VPN () Refresh @ Proxy settings [2| Option settings
Domain name — =l menitouch B
= Access points VPN terminal name TERMOO1
Access points > Active 1D Ip52R2644CATT10P
""" CF TeRMOL2 1P address assignment DHCP
o
volist —T— | B i ((1p address 192.168.50.10 | q—  V9'S virtual IP address
[CE TERMOD4 Node ID NODEOO1ABCDE
[ TERMOS ‘\ 3 Node password EEEEEE
i STt et Local network
User list » -1 L Hakko Taro
“t L usernamenoi Network address
Subnet mask

Online

Offline

VPN Connect: None

MAC address

[ VPN status

Online ] +—

Source 1P address
Session start time
Last authentication time

Sending data size
Receiving data size

210.249.102.144
2014-09-15 21:26:22
2014-09-15 21:26:22
288,074Bytes
15,949,604Bytes

(The information is required for routing function)

V9's VPN connection status

Lo
CE

1

- Disconnect VPN connection

1) If you select [Access point] and click [Connect VPN], VPN connection is established.

A% V-Connect - username001 &% V-Connect - user name001
Domain(D)  Connection(C)  Access points(5) VPN terminal(E)  User(U) View(Y) Tool(T) Help(H) Domain(D)  Connection(C)  Access points(5) VPN terminal(E)  User(U) View(V) Tool(T) Help(H)
B Logout @ Connect VPN " Disconnect VPN ¢ Refresh ¢ Proxy settings [ | Option settings B Logout > Connect VPN ¥ Disconnect VPN ¢ Refresh @ Proxy settings [£] Option settings
E5s Monitouch - -l Monitouch B
(] hocess points Access point name Monitouch 1 fccese Access point name Monitouch
IP address 192.168.50.1 1P address 192.168.50.1
TERMOCT Subnet mask 255.255.255.0 Subnet mask 255.255.255.0
TERMO002 ” ”
5 rerons DHCP assignment ip address number 90 DHCP assignment ip address number 90
[CH TERMODY
[E TERMOOS 2 CF TERMOOS E
- g Userlist =] l Lser list 'i\
. Hakko Taro 2. Hakko Taro N\
& usernameoot L usernamenot N\
Connected L_QL
Disconnected L—J
|| i < || i
VPN Connect: None I VPN Connect: Monitouch ]
2) If [Disconnect VPN] is clicked, the connection is disconnected.
A% V-Connect - user name001 ¥ V-Connect - username0oi
Domain(D]  Connection(C) _Access points(S) VPN terminal(E)  User(U) View(V) Teol(T) Help(H) Domain(D)  Connection(C)  Access points(5) VPN terminaliE)  User(U)  View(V) Tool(T)  Help(H)
BiLogout 4% Connect VP ¥ Disconnect VPN | Refresh « Proxy settings [2] Option settings B Logout 4 Connect VPN | Disconnect VPN ¢ Refresh P Proxy settings [£] Option settings
Er-5 Monitouch & E{5s Monitouch =
&y t: Access point name Monitouch {5 Access points Access point name Monitouch
IP address 192.168.50.1 I FTvonitouc 1P address 192.168.50.1
Subnet mask 255.255.255.0 i AERHIL] Subnet mask 255.255.255.0
TERMO02 i = TERMO02
I8 TERMODS DHCP assignment ip address number 90 & TR DHCP assignment ip address number 90
[F TERMOO4 [CE TERMOOY
[E TERMO0S = [E TERMOOS -
S B User list £ B Userlist
L. Hakko Taro % Hakko Taro
% usernameo0t & usernameoot

VPN Connect: Monitouch ]

VPN Connect: Nonal
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- Router setting’

With V9's routing function, V9 can access V9's connected devices. [Local Network setting] needs to be set for the
function.
* Routing function is available only on V9 Advanced / V9 Standard (LAN x 2CH model)

V9

Router
V-Power Cloud

VPN tunnel
T . VPN tunnel (VPN server)
LAN2
Remote access service IP 192.168.90.10
GW 192.168.90.1
V-Connect
(VPN connection tool)
IP 192.168.90.11
) ] GW 192.168.90.10
1) Disconnect VPN connection.
2) Select [Local network] by right clicking on V9 list. ®
A% V-Connect - User nams001 =Enr=)
Domain(D)  Connection(C)  Access points(S) VPN terminal(E) User(U) View(V) Tool(T)  Help{H)
BB Logout #» Connect VPN 57 Disconnect VPN (2 Refresh & Proxy settings |§| Option settings IP 192.168.90.12

S5 Monitouch B GW 192.168.90.10

-1} Access points
g Monitouch

9
-0 TERI ‘

Local network(L)

VPN terminal name TERMOO1
Active ID Ip52R2644CA7T10P
DHCP

|rf55 assignment

[CE TERMODZ
«[H TERMOO4
[CE TERMONS
o B User list
« §), Hakko Taro
L usernamenot

192.168.50.10

Node ID
Node password

Local network

NODE001ABCDE

R

Network address
Subnet mask

MAC address

VPN status

Source IP address
Session start time

Last authentication time
Sending data size
Receiving data size

Online
210.249.102.144
2014-09-15 21:26:22
2014-09-15 21:26:22
288,074Bytes
15,949,604Bytes

Local Area Network

VPN Connect: None |

3) [Network address] and [Subnet mask] are required for V9’ local network.

a4/ Local network setting =

The setting is not required after Oct 2014, since

Local network 192.168. 90 . 10 X . A '
—_— auto-registration system is available.

Subnet mask | 255.255.255. 0

[ ok ][ cencel |

4) Click [VPN connection].
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