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Web Machine Interface

offers tWO services below:

- VPN remote access service

- VPN cloud data utilization service

(under development)
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Why don’t you start the remote access by VPN?

Implementing the remote access on your system can be the strong tool to
differentiate competitor with the internet solution.

Before After
g e, a
‘ (g

- -

Remote maintenance

S & o )
: V8 Jf 1 ‘ m | m
J:pan ¢Germany :’ J;
apan
*\When trouble was occurred at site *When trouble was occurred at site,
it was required to visit there by spending itis possible to understand the situation
your time and money for the trouble shooting. of the site without visiting there.
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Challenges on remote connection

Remote monitoring/maintenance has a variety of challenges...

Have you ever seen an illustration
like this?

When we actually consider

adopting it...

‘ Wh at devices
are needed’>

How

can we set up

.
the devices? .

Ethernet gf}/
L/
Z |
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Conventional system example gp-sec ven)

What devices and settings do we need
to achieve safe remote maintenance? Factory
(Installed site)

LAN [P address V8
192.168.1.1 192.168.1.10
- . . .. o B I
VPN router =

-
Monitoring site (office)

LAN 192.168.1.11
—_—
Settings required VPN router needed
q Net: k
* It is need to set the VPN * VPN router is needed for both e e
router as “Installing site”. monitoring and installed sites. 192.168.1.12
(Network skill is required) Existing router must be replaced 0
with a VPN router.

Settings required

* |t is need to set the VPN router
as “Monitoring site”.
(Network skill is required)
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System example with V9

Required setting

LAN setting on V9
* Set the router’s IP address for the

. . default gateway on V9 LAN setting.
V9 has a built-in router,
so external VPN router is not required.

Factory
(Installed site)

N

LAN LAN2 IP
IP 192.168.1.100 192.168.90.1
LAN IP GW 192.168.1.1
192.168.1.1

Monitoring site (office)

- - - ) .- . = PLC
— f':l LAN IP 192.168.90.11
LAN = GW 192.168.90.1
V-Power Cloud v |
Use the router (VPN Server) Use the router VO .
which you use which you use =
currently. currently.

Network camera

IP 192.168.90.12
GW 192.168.90.1

Required setting

Required setting

Setting of the management tool VPN setting on V9
“V-Connect” * Register target ID, node ID and node
* Set domain name, user ID and password which are informed
password on the software. by Hakko to V9.
* Register the setting of the local
network for connecting to LAN2

on V9.

Required setting

Setting for connected devices

* Set the IP address for the
default gateway of V9 LAN2 setting.
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Realize the implementation of VPN solution with
lower cost!!

Please experience the VPN solution with FREE license (30 days)!!

Office

Factory

Simple
configuration

V-Connect
(Management

V-Power Cloud

VPN tunnel (VPN server) VPN tunnel
—
PC Remote access V9 series

<Requirement tools and cost>
<Initial cost>

(1) Management tool “V-Connect”...FREE
(2) V9 series

<Running cost>
(1) The cost for internet connection in the office... If there is LAN connection in the office: FREE

(2) The cost for internet connection in the factory... If there is LAN connection in the factory: FREE
(3) The cost for remote access license... There are several plans depending on the needs (Annual renewal fee is required).
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Local IP connection

All the devices are possible to be accessed by the local IP from a remote location.

s ; .
Connection with local IP
Is possible!! ,
192.168.150.110 192.168.150.100 Global IPis
Ladder tool VNC client NOT
B (i .
: required!
L =
V-Connect
(Management tool)
o — y 4 Firewall - Firewall
s = — ] V-Power Cloud u | T LAN
e i oy (VPN server) “:-—«if

VPN tunnel VPN tunnel

PC virtual LAN V9 PLC

192.168.150.100 192.168.150.110

Remote access

PC V9 PLC
192.168.150.10 192.168.150.100 192.168.150.110
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Connection is anytime and anywhere!!

Due to SSL-VPN, it is possible to connect V9 from anywhere if there is the
internet connection.

Remote access by IP-Sec VPN Remote access by V9 (SSL-VPN)

Internet

V-Power Cloud
(VPN server)

i
SERRRENE
EEEPENEE

£5

Airport

VPN router Sty

-----------------

Router is required

V9
PLC Special device is not needed! (vPN router)
It is possible to remote access from your house
or even when you are on business trip!!

* Remote access was unavailable from your * |t is possible to access whenever you have
house or when you are on business tip. the internet connection.

* IT knowledge is needed compared with * Advanced skill is not required.
SSL-VPN .
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No need to consider the firewall
No issue for firewall with HTTPS protocol by using SSL-VPN.

IP-Sec VPN V9 (SSL-VPN)
It is necessary to change the firewall setting and open the port Normally TCP port No.443 is opened on firewall to connect to
of TCP No.51 and No.50. the internet from the office. It is not necessary to change the

setting because V9 uses SSL-VPN. 1

<

HTTPS is used when the

I nter n et Securiw service iS required :;:-" k
on the website Internet banking ~ Searching Reservation
} 2\ Port 443

VPN router (HTTPS)

Shut

V-Power Cloud
(VPN server)

Pass

* It is possible to pass through the firewall
whenever there is the internet connection.

* There may be a block by the
firewall in the public environment.

* It is necessary to open the several ports on
firewall.

*1: There may be set to shut the session with the specific time depending on the
customer. In this case, please open this port always.
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Remote access to various devices

It is possible to access to the devices which are connected to V9 remotely by
using the routing function=1.

Network camera

V-Connect :
(Managoment tool) Ladder tool VNC client software
E—— — — e
—_ = | mLaEs

VPN tunnel

What can you do to V9 series?
* Remote access (VNC client)
* Download screen program (v-SFT-6)
* FTP access (FTP client tool)

V-Power Cloud mcy ;
(VPN server) o

Network camera

*1  only with LAN2ch model

-11-  Copyright 2014 Hakko Electronics Co., Ltd. All Rights Reserved. Hakko Electronics Co., Ltd.



= Fuji Electric MONITOUCH

Innovating Energy Technology

Configuration example (1) (connection for WAN)

Various choice of connection configuration

depending on your needs!!
® When the company’s network is used: (Wired LAN) ® When the company’s network is used: (Wireless LAN)

The cheapest system configuration of remote access: The network establishment is not required and not need
to pay for internet connection.

A

Y V-P Cloud
Y naeen J VPN VPN A\ nsuen VPN
Access point
® When mobile internet router is used: (Wired LAN) ® When mobile internet router is used: (Wireless LAN)
Even if it is difficult to make the network connection Although the network fee for the mobile router is
on the machine or system for VPN, it is possible to needed, but the network establishment is not
remote the site remotely by using mobile router*? required.
(LTE/3G).
¥ E‘ K LAN- ' s E— K LAN-
i — V-Pi Cloud S
Wy AL - T, VPN (s VPN S
Mobile router for Mobile router for
data communication (Wired type) data communication

*1 : Wired LAN port is needed.
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MONITOUCH

Configuration example (2)

System configurations below are possible.

® 1:1 connection
Connect one PC to monitor and one V9.

V-Power Cloud
(VPN server)

VPN

® 1:n:m connection

Connect one PC to monitor and multiple V9s which
have multiple devices connected on their second
LAN ports.

V-Power Cloud
(VPN server)

VPN

Copyright 2014 Hakko Electronics Co., Ltd. All Rights Reserved.

® 1:n connection
Connect one PC to monitor and multiple V9s.

V-Power Cloud
(VPN server)

VPN

®n:n connection

Connect multiple PCs to monitor and multiple V9s.

T

LT V-Power Cloud
(VPN server)
i J}'

DI

VPN VPN

S,

Hakko Electronics Co., Ltd.
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How to set up on V9

VPN setting on V9 local screen.

Ii)
- ‘ =
@ [
: \
<VPN setting (Current operation in July) <Proxy setting>
Register all the necessary information on V9 to link the information Set the information when it is connected to internet via the proxy
of PC and V9 series. server.
B VPN Setting 2014-05-10 21;29:11' B VPN Setting 2014-05-10 21:30:44
RUN Invalid Valid RUN Invalid Valid
0 _Port for ml @ Port for VPN -
e Select the Ethernet port used for e | [ [
S —————— VPN connection. S — ‘
Lang‘;laqe Setting 59“1'3';9, .Lang:;age Seziilng Sgg‘zi\"{!g
Segng IP Address for VPN| X baCP Se;;ﬂc_r y = e ==
LAN Target ID I | AN Proxy Server IP Addressl
Setting Setting
m Node ID | & Proxy Server Port I
SeLtAchi\‘:'Aq Node password I s@zéﬁig User Name I
(.zi_)) i “f) Password I
sy Input domain, node and b
P password according to the — Input the information of Proxy server.
= information which is sent from v
E & | Hakko after applying the . : & Ihis

application form.
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V-Connect (Management tool)

Install the management tool on the PC which you use for remote monitoring

and connect to VPN server.
Log in screen
When V-Connect is stated up, the log in menu is displayed.

Domain name | L4 Input Domain name on the application form.
I,::W,d Input these information which you receive from Hakko after applying the license.

Remember the domain name and user ID Option(0) v.-

oK | cancel |

‘ Logged in
Main screen

The information which is registered on the VPN server is displayed according to the long in information.

Input the proxy information when it is used.

R ) B8 Logout PConnedVPN‘ﬂ— Select the connecting devices
B Logout €» Connect VPN ¥ Disconngft VPN £ Refresh 4 Proxy o B‘H' Thunderbird3 n (e.g.:DEMODOMAINl) and click “Connect VPN".
N %.E":?l:apmms Access point nam| EIB Access points
hunderbirda IP address EL? Thunderbird3
Subnet mask H . . . . . . .
SR DHCP assignment} - Lol TERMODI V9_) mformaﬂon is dls_played which Is registered on VPN server.
0 TeRong ~-[F TERMO02 It is possible to confirm the connection status of VPN server.
e ~.[CE TERMODS
= JE User list
& o - [F TERMO04 _
jt a2 user . E TERMo0S | | Connection status of V9
A namen03 user .
- IR . =g User list Ij :Connecting to VPN server
. rams005 user e '_ Citr| User
VAN Connect: None \ B .'.. name 01 user ) m :Not connecting to VPN server

-15-  Copyright 2014 Hakko Electronics Co., Ltd. All Rights Reserved. Hakko Electronics Co., Ltd.



FG i Sectrc MONITOUCH
Easy connection between monitoring site and
devices in the factory with domain ID and node ID

How do we establish the connection with your multiple V9s?

e.g.)Domain name: HAKKO  pomain and node ID
hand shake on the VPN server

V-

Node ID: HAKKO-01

W Ry >

v -

Vaaéw.eﬂrf@fl-@;u d

Multipl€ customers use‘ﬂ‘ the one VRN, server
/onnect with Demain and Node ID\
Importantfunction of VP
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Application example 1

Preventive maintenance (condition based maintenance)
Remote maintenance system enables systematic maintenance of the equipment by monitoring the

operation status and checking for signs of abnormality. Appropriate maintenance can extend the machine’s
lifespan and reduce the frequency of accidental stoppages.

Before _ After

Clearning and oil supply are carried out by daily Well-planned maitenance can be carried out
inspection and consumables are replaced by by monitoring the condition of the equipment and
periodical inspection. not missing any signs of abnormaility. Better

operation

JE N

@ Sudden malfunction @ Drop in operation rate @ Increase operation rate @ Extended equipment life

@ Unexpected repair cost @ Constant product quality @ Leveling of
maintenance cost
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Application example 2

Improvement of the service

It is possible to collect the system information from the each factory by monitoring remotely.
It can help you to make the priority for the visiting the customers.

Before U At

Periodical inspection is carried out regardless of Planned patrol is carried out according to
operating hours. operating hours of the equipment
L
Periodical inspection sarvice /
| — \t D
L——’
W ey -
Mﬂeﬂa{:ementufniﬁlber - T

Mo need

No need

[V Refjllireplace lubricant to patrol

¥/ Adjustireplace drive belts

@ Periodical patrol regardless @ Inefficient inspection @ Planned patrol according to @ Efficient inspection
of operating hours works operating hours of the equipment works
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Model

Type

Display
size/Resolution

V9101iWRLD

Advanced

V9100iWLD

Touch
switch

Capacitance

resistance

Specifications

Video/ AUDIO Wirele Extend

RGB output

SS

ed LAN

UL508

ANSI

MONITOUCH

VP

VPN
connection

N

Routing

Production
type

Standard
Product

produced on
order item

Standard
Product

produced on
order item

Specifications VPN
Display Production
size/Resolution Touch  Video/ AUDIO Wirele Extend ANSI VPN - type
switch RGB output ss edLAN HES08 ISA cOMMEETER Routing
V9100iS Analog | vl ves | No | No | No | No | No Yes AC100 to 240V Yes No Standard
............................... resistance | 7T L T L e e ) Product ]
V9100iSD Analog | ves | ves | No | No | Yes | # | Yes | Yes Yes No Standard
" resistance Product
............................. 104 800X600 Analo dd
V9100iSLD N0 | ves | Yes | No | Yes | Yes | No | Yes Yes DC24V Yes Yes proguced on
............................... resistance | L ] | order item
Standard V9100iSRD A.”a'°9 Yes | Yes | Yes No | Yes No No No Yes Yes produced on
resistance order item
V080iSD Analog | ves | ves | No | No | Yes | # | Yes Yes Yes No Standard
............................... resistance | T L ] o) Product
V9080iSLD 8.4" 800x600 | AM%9 | ves | ves | No | Yes | Yes | No | Yes Yes DC24V Yes Yes produced on
............................... resistance | oL e | order item
. Analog produced on
V9080iSRD resistance Yes | Yes | Yes No Yes No No No Yes Yes order item
Specifications VPN
Display Production
size/Resolution Touch  Video/ AUDIO Wirele Extend ANSI Power VPN : type
switch RGB output ss edLAN L ISA supply connection Routing
V9100iC Analog |\l No | No | No | No | No | No Yes AC100 to 240V Yes No Standard
Y resistance Product
............................. 104 640X480 Analo Stdd
Lite V9100iCD Nalog | No | No | No | No | Yes | No | Yes Yes DC24V Yes No anaar
resistance Product
V9080iCD 8.4" 640x480 | AM°9 | o | No | No | No | Yes | No | Yes Yes DC24V Yes No Standard
resistance Product
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MONITOUCH

License Types

We provide you various kinds of license depending on your needs.

Type Free Value Simple Wide Extra
1:1 OK OK OK OK OK
System 1:n OK OK OK OK OK
Configuration | T e
(seebelow) | Lnm oK | oK | ok 1 oK | oK
n:n - OK OK OK OK
V9 stations (max) 5 10 30 100 Unlimited
Additional
connection *1 B VPN-A
1st Year - VPN-V VPN-S VPN-W VPN-E
Renewal - VPN-VR VPN-SR VPN-WR VPN-ER
Part (annual)
Number 30 days
(To be deactivated if
Notes paid license is not
registered within the
period.)

*1 Registered V9 panels are usually connected as a same network when VPN connection is established.
If you wish to use particular V9 panel(s) as different network, you need additional connection (subdomain) as many as necessary.

-20-
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Registration process for Customer (Process by Oct, 2014)

Step2
Apply for
Free li
Stepl reeficense Step3 Step4
Download the g V9 PC
Management tool Step? ) VPN VPN connection
(V-Connect) ep connection
Apply for
Charged license

J

STEP1 Download the management tool (V-Connect)
- Users download the VPN management tool from our website for free.

STEP2 Apply for Free license
Download the application form from our website.

Fill out all the information on the sheet and contact with the sales office.

Apply for Charged license
Download the application form from our website when you apply for free license or switch it to the charged license.

Fill out all the information on the sheet and contact with the sales office.

STEP3 V9 VPN connection
(1) Set up the LAN (IP) setting (Internet connection setting) on V9 local screen.
(2) Set Connection ID/Node ID/Password and connect to VPN server.

(Set up the proxy setting when it is required.)

STEP4 PC VPN connection
Select the MONITOUCH which you wish to connect from the management tool (V-Connect) then establish the VPN

connection.

*Download V-Connect and application form from:
URL : http://monitouch.fujielectric.com/site/support-e/download-index-01.html
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